Application Note ANO11 m

Access Control Technology

Configuring Multi-Tenant on ACTWin pro

The Multi-Tenant feature is available as an extra module for ACTWin pro
Version 2.2 and later. It allows large systems, with a large number of doors
and users, to be broken down into smaller, more manageable systems (or
sites). The hardware (controllers, doorstations etc) are all connected as
normal to the system. ACTWin pro database users will only be allowed to view
and configure users that belong to their site. They will not see activity on other
sites.
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This application note will describe how to configure a simple system, as in the
illustration above, into a multi-tenant application. Two buildings share the
same ACT hardware and ACTWin pro database. They are also on the same
Local Area Network (LAN). The database (DB) users in the factory do not
want to see the doors and events in the office and vice versa. The car park is
shared between both buildings.
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Step 1 — Create Database users
Two database users must be created by the administrator, one for each

building.

Challenge Zard Print SiteServer Performance
Database Settings Program Settings Installation
Dioors Controller's Security Events | Alarms | Database Access Rights

Select DB User: |Factary DE User W ‘ L ‘ ‘ x ‘ w‘ﬁ)
Select Role: | Custom W
Al Database access
Conneck & view status Full RO Mo
Dawnload data Locations @ O O
W
Card manager Controllers & O O
Yiew event analysis
ser tracking reparts Usérs & visitors @ D G
Timegakkendance User groups ® O O
. L ",
YWiew audit trails Bialis B ST EE ® 00
Administer database ]
Control doors & outputs Timezones and halidays @ O 0O

——

2K H Cancel ][ Help ]




Application Note ANO11

Step 2. - Create Sites
Click on the Sites icon and create a new site. Call it Factory and assign the
operator to Factory. Repeat for the Office.
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Step 3 — Create Doors

Create doors on the database as you would normally. Assign the doors in
each building to the appropriate site. The car park door is assigned to both
sites as both database users want to control this door.
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Step 4. — Create Users
Create users as before and assign them to the appropriate sites. If some
users need access to both sites then tick both sites.
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Step 5

Continue creating user groups, timezones, door groups etc and assign them
to the appropriate site. Login to the database as Factory database user. Only
the doors in the factory and the car park are viewable. Only users allowed into
the factory are displayed. Only events that occur in the factory are shown.

Multi-Tenant is now configured.
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Muster Reports
If a fire event occurs, the muster report will be generated for each site. The
report will be printed on the PCs default printer.

Summary:

e 200 individual tenants

¢ Each tenant has its own doors, users, user groups and door groups
which only they can edit

e Log events that occur to other tenants are not displayed

e Some users, doors etc. may be assigned to up to 16 tenants e.g. car
parks and building management personnel can be shared between
tenants

e When a fire occurs on one tenant, the muster report is only generated
for users in that tenant
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